
International Journal of Gender, Science and Technology 

..ISSN: 2040-0748 

UGC Care Group I Journal 

Vol-13 Issue-02 July 2024 

 
 

A Deepfake Face Mask Dataset With Deepfake 

Identification Method For Infectious Disease Outbreak 

Dr. M. Narendra #1, B. Ananthalakshmi #2, 

#1Associate Professor& HoD, mcahod@qiscet.edu.in 

#2 PG Scholar in The Department of MCA 

QIS College of Engineering and Technology, Ongole, Andhra 

Pradesh, India 

 

 

Abstract: This study handles the developing stresses 

over deepfake innovation, a AI-powered technique 

that makes fake media fit for spreading deceiving 

stories and making the way for different sorts of web-

based control. The Coronavirus plague has made facial 

coverings more normal, which has made it harder to 

recognize deepfake motion pictures and required more 

modern location strategies. The Deepfake Face Mask 

Dataset (DFFMD), a redid dataset intended to prepare 

recognition calculations to perceive deepfake film 

containing individuals wearing facial coverings, is 

acquainted by the undertaking with close this hole. 

Utilizing an original philosophy, the examination 

utilizes an Initiation ResNet-v2 engineering with 

bunch standardization, include based investigation, 

leftover associations, and preprocessing steps. This 

exceptional model outflanks customary procedures 

like InceptionResNetV2 and VGG19, and it performs 

particularly well when the members are face-covered. 

Exploratory outcomes feature the capability of the 

proposed model as a feasible countermeasure by 

showing its exceptional precision in perceiving 

deepfake films with facial coverings. Given the 

powerful idea of deepfake dangers and the interest for 

adaptable arrangements, the review elevates 

progressing exploration to further develop recognition 

abilities. Significant themes to note incorporate CNN, 

Xception, Commencement ResNetV2, VGG19, and 

how refined structures are utilized to accomplish solid 

deepfake discovery. 

Index Terms: Deepfake, deep learning, CNN, 

generation, detection, fake videos, neural network, 

mask, face mask. 

1. INTRODUCTION 

The union and change of media content has been 

reformed by the boundless utilization of PC created 

altering applications achieved by the new quick 

headways in innovation. In any case, alongside this 

extension comes the disturbing chance that bogus data 

might multiply, particularly with the appearance of 

deepfake innovation. The expression "deepfake," 

which comes from the mix of "deep learning" and 

"phony," is a high level strategy that utilizes deep 

learning calculations to deliver counterfeit motion 

pictures, alter films that as of now exist, or even 
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integrate discourse to appear to be a human voice. 

Since it very well might be utilized malevolently to 

communicate wrong or harming data and spread fake 

news, this innovation has a high gamble of misuse. 

Deepfake innovation has drawn in a ton of 

consideration from mainstream researchers and the 

overall population since its presentation in 2017 in 

light of its capacity to deceive and control. 

Accordingly, it is currently very hard to recognize 

deepfakes, which has driven scholastics to examine 

other ML approaches and procedures to moderate this 

gamble. These endeavors have enveloped different 

systems, including the formation of creative deep 

learning structures, particular regions like eyes and lip 

developments, and facial examination. 

The general population may as of now access an 

extensive variety of deepfake devices, a large number 

of which are free, open-source, and accompany an 

abundance of instructive materials. Faceswap [1], 

Faceswap-GAN [2], DeepFaceLab [3], and DFaker [4] 

are a couple of the most notable innovations. These 

instruments work by supplanting the essence of the 

source individual with the objective individual's, in 

this manner creating another video that includes the 

objective individual's face alongside the source 

individual's exercises. Since the motion pictures 

produced by these procedures are often 

indistinguishable from genuine material, they 

represent a difficult issue for human eyewitnesses [5]. 

Deepfake advancements are broadly open and 

accessible, which features the pressing requirement for 

productive identification procedures to decrease the 

potential dangers associated with their maltreatment. 

A diagram of the developing stresses over deepfake 

innovation is given in this presentation, alongside an 

accentuation on what it means for the spread of 

misleading data and the ongoing drives to make 

recognition methods. We will look at the different 

techniques and methodologies utilized in the discovery 

of deepfakes in more detail in the accompanying areas, 

as need might arise to be survived. Through a broad 

assessment of the current situation, this study looks to 

include to the ongoing discussion deepfake location 

and its ramifications for society. 

                  2. LITERATURE SURVEY 

Deepfake innovation's broad use has started serious 

stresses over the chance of control, bogus data, and 

security issues. Thus, a lot of exploration has been 

finished on a few ways to deal with recognize and 

decrease the impacts of Deepfakes. This survey of the 

writing endeavors to give an exhaustive outline of the 

best in class in Deepfake discovery research, stressing 

significant procedures, datasets, and challenges looked 

in this rapidly creating subject. 

Approaching great datasets is fundamental for the 

testing and improvement of Deepfake recognition 

frameworks. Various benchmark datasets have been 

made accessible to assist with this sort of study. The 

Deepfake Detection Challenge (DFDC) See Dataset 

[14], which has great many recordings with both 

genuine and adjusted material, is one remarkable 

model. Like this, the WildDeepfake dataset [16] offers 

a troublesome genuine world dataset for testing 

Deepfake recognition techniques in different 

situations. Furthermore, a ton of work has gone into 

creating and testing Deepfake location models 

utilizing datasets like Celeb-DF [18] and 

FaceForensics [27]. 

To recognize Deepfake material, specialists have 

utilized a scope of approaches, from modern deep 
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learning calculations to regular picture handling 

strategies. Examining fleeting abnormalities in films, 

for example, odd lip-synchronize or facial 

developments, is one famous strategy [22]. Since 

convolutional neural networks (CNNs) can separate 

spatial qualities from photographs and recordings, 

they have turned into a famous choice for Deepfake 

location [17]. To increment identification exactness, 

techniques including outline level examination, optical 

stream evaluations, and consideration processes have 

been incorporated into CNN plans [22]. 

Recurrent neural networks (RNNs), notwithstanding 

CNNs, have been utilized to recreate worldly 

connections in video arrangements, making it 

conceivable to distinguish minute anomalies 

reminiscent of Deepfake control [17]. Deepfake 

content is every now and again created by generative 

antagonistic organizations (GANs), which have 

additionally been used for location. Antagonistic 

preparation has shown empowering brings about 

upgrading discovery power [26]. In this strategy, a 

discovery model is prepared close by a GAN to 

separate among genuine and fake movies. 

Research on Deepfake location has progressed 

essentially, however there are as yet various issues that 

should be settled. The speedy advancement of 

Deepfake innovation, which continually gives new 

strategies and protections to keep away from location, 

is one of the principal hindrances [11]. Moreover, the 

prominence of Deepfake content on the web has 

expanded because of the bringing down of section 

obstructions for hurtful entertainers brought about by 

the accessibility of open-source Deepfake instruments 

and datasets [1]. Stronger and versatile recognition 

frameworks that can conform to changing dangers are 

subsequently frantically required. 

Moreover, Deepfake discovery presents troublesome 

moral and legitimate issues for researchers and 

leaders. While creating and executing Deepfake 

recognition frameworks, factors like algorithmic 

predisposition, the right to speak freely of discourse, 

and protection privileges should be appropriately 

considered [11]. Moreover, it is trying to survey the 

viability of different recognition calculations because 

of the shortfall of laid out assessment measures and 

norms [17]. Specialists, administrators, and industry 

partners should cooperate cooperatively to resolve 

these issues. 

In rundown, the ID and disposal of Deepfake material 

posture complex issues that requirement for 

imaginative reactions from established researchers. 

Through the usage of complex ML techniques, broad 

dataset investigation, and moral and legitimate 

worries, researchers could figure out useful strategies 

to block the scattering of Deepfake material. 

Nonetheless, to stay in front of new risks and 

safeguard the uprightness of advanced media, steady 

consideration and participation will be important. 

3. METHODOLOGY 

a) Proposed Work: 

The objective of the proposed study is to make and 

convey the Deepfake Face Mask Detection (DFFMD) 

framework, which joins best in class preprocessing 

strategies with dee[p learning models to improve 

deepfake identification accuracy, particularly in facial 

covering settings. The framework's extraordinary plan, 

which depends on Commencement ResNet-v2[41], is 

upgraded by bunch standardization, lingering 

associations, and preprocessing steps. These 

enhancements consider more solid recognition within 
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the sight of facial coverings as well as expanding 

characterization accuracy. 

Likewise, the undertaking grows the framework's 

capacities by adding a Xception model, which raises 

the recognition accuracy to a surprising 99.7%. By 

adding this additional model, the framework's general 

flexibility is fortified and deepfake material might be 

related to greater unwavering quality in various 

settings. 

An easy to understand front end with verification 

capacities is made utilizing flask to give safe 

admittance to the recognizing ability and to advance 

client commitment. Clients might test the framework's 

capacities successfully and proficiently on account of 

this connection point, which works with smooth 

contact with the framework. In light of everything, the 

proposed concentrate on offers an exhaustive strategy 

for working on the value and exactness of deepfake 

discovery, handling significant issues in the fields of 

network safety and computerized criminology. 

b) System Architecture: 

 

Fig 1 Proposed Architecture 

The deepfake identification framework configuration 

comprises of numerous fundamental parts. The 

information dataset, which comprises of motion 

pictures with both genuine and deepfake content, is 

where everything begins. To improve dataset quality 

and recover outlines from these movies, picture 

handling is applied. The dataset is then parted into 

preparing and testing sets so that models might be 

prepared and evaluated. Then, at that point, utilizing 

the preparation dataset, deep learning models are 

assembled and prepared to recognize designs 

reminiscent of deepfake content. To assess the models' 

presentation in the wake of preparing, they are run on 

a concealed testing dataset. Model viability is 

estimated utilizing execution appraisal standards 

including accuracy, precision, review, and F1-score. In 

conclusion, continuous deepfake content location is 

made conceivable by the prepared models, considering 

the relief and recognizable proof of possibly perilous 

adjusted media. To empower precise and compelling 

deepfake identification, this total engineering 

incorporates information handling, model preparation, 

appraisal, and sending. 

c) Dataset: 

 Roughly 2000 films, similarly split among real and 

misleading material, make up the dataset used to 

prepare and test the deepfake identification 

calculations. With 1000 recordings in every 

classification, a decent portrayal is accommodated 

proficient model preparation. The dataset is 

partitioned into a 80% preparation put and a 20% 

testing set together to ensure an objective evaluation. 

The video dataset is preprocessed to set up the 

information before the model is prepared. Each video 

is initial separated into its part approaches to empower 

outline level investigation. The appearances in each 

shot are then recognized and extricated utilizing facial 

recognition methods. The last face photographs are 

contracted to a standard goal of 128 × 128 pixels and 

trimmed to safeguard just the facial locale of interest. 

Preprocessing works on model execution and makes 
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preparing and appraisal methodology more powerful 

by guaranteeing consistency and consistence with the 

info necessities of the picked identification models. In 

light of everything, the dataset is a differed variety of 

genuine and changed motion pictures, which considers 

an exhaustive assessment of the models' discovery 

abilities in a scope of circumstances and conditions. 

 

Fig 2 Dataset 

d) Image Processing: 

Converting Video into Frames: EDA begins with 

separating every video in the dataset into a progression 

of discrete edges. This system is ordinarily performed 

utilizing video handling structures like OpenCV in 

Python. An edge by-outline assessment of the video 

content is conceivable in light of the fact that each 

casing is a solitary preview of the film taken at a 

specific moment. 

  Image Reshaping: The pictures should be reshaped 

to a standard size once the movies have been 

transformed into outlines. Reshaping keeps up with 

consistency in picture aspects, which is basic for 

consistency during future examination and model 

preparation. To get the right extents, scaling, editing, 

and cushioning are normal picture resizing processes. 

ImageAugmentation: The vigor and generalizability 

of the models are upgraded by the use of picture 

expansion procedures, which give assortment and 

variety to the dataset. Irregular pivots, flips, 

movements, zooms, and changes in accordance with 

splendor and differentiation are a couple of instances 

of expansion methods. These changes help limit 

overfitting and support the model's ability to track 

down designs in concealed information. 

Analysts might find out about the elements and 

dispersion of the dataset, spot any issues or 

peculiarities, and appropriately set up the information 

for impending model preparation and appraisal via 

completing these picture handling processes as a 

component of EDA. 

e) Algorithms: 

Inception ResNetV2: Starting A deep convolutional 

neural network (CNN) engineering called ResNetV2 

consolidates the ResNet and Beginning modules. Due 

to its wonderful ability to catch complex data at many 

sizes, it is notable for its exceptional presentation in 

picture characterization undertakings. Starting Clump 

standardization and leftover associations are two 

highlights of ResNetV2[41] that assistance to relieve 

the disappearing angle issue and improve preparing 

adequacy. Its plan is comprised of completely 

connected layers for characterization after a few layers 

of convolutional and pooling methodology. 
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Fig 3 Inception ResNetV2 

VGG19: Convolutional, pooling, and completely 

connected layers are the initial three layers of the 

VGG19 deep CNN design. With its unobtrusive 3x3 

convolutional channels and max-pooling layers, it is 

recognized by its effortlessness and consistency. 

Deepfake location is one of the numerous PC vision 

applications that have gone to VGG19[42] because of 

its great presentation in picture acknowledgment 

errands. VGG19, regardless of its straightforwardness, 

shows great element extraction abilities, which makes 

it proper for recognizing inconspicuous examples 

reminiscent of deepfake material. 

 

Fig 4 VGG19 

CNN (Convolutional Neural Network): CNNs are a 

sort of deep neural networks explicitly made to deal 

with coordinated, framework like information, similar 

to photos. They are comprised of completely 

connected layers for grouping after a few layers of 

convolutional and pooling strategies. [11, 27] CNNs 

can learn spatial ordered progressions of highlights by 

separating various leveled attributes from input 

pictures using convolutional channels. Deepfake 

identification is only one of the picture 

characterization errands in which CNNs have 

demonstrated to perform particularly well. CNNs can 

separate among genuine and counterfeit data by 

gaining and perceiving discriminative attributes from 

input pictures. 

 

Fig 5 CNN 

 Xception : Xception is a transformation of the 

Commencement design that involves depthwise 

distinguishable convolutions instead of the ordinary 

convolutional layers. With this change, execution 

ought to be kept up with or improved while the model's 

productivity is expanded and the quantity of 

boundaries is diminished. As a result of its design, 

Xception can utilize computational assets all the more 

successfully, which makes it particularly helpful for 

applications with negligible handling power. Xception 

works on the versatility and exactness of deepfake 

recognition models by growing the capacities of the 

Beginning engineering, making it conceivable to 

recognize adjusted data with greater dependability. 

 

Fig 6 Xception 

4. EXPERIMENTAL RESULTS 
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Precision: Precision estimates the level of accurately 

sorted examples or occasions among the positive 

examples. Thusly, coming up next is the equation to 

decide the Precision: 

 

 

 

Fig 7 Precision Comparison Graph 

Recall: In ML, review is a measurement that surveys 

a model's ability to find all relevant occurrences of a 

given class. It is a proportion of how well a model 

catches instances of a specific class: the proportion of 

appropriately anticipated positive perceptions to the all 

out number of genuine up-sides. 

 

 

Fig 8 Recall Comparison Graph 

F1-Score: An evaluation measurement for ML called 

the F1 score evaluates the accuracy of a model. It 

incorporates a model's accuracy and review 

evaluations. The exactness measure computes the 

times a model correctly anticipated the entire dataset. 

 

 

Fig 9 F1 Score Comparison Graph 

Accuracy: A test's accuracy in stone by how well it 

can recognize debilitated and solid examples. We 

ought to figure the level of true positive and true 
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negative in each examined occasion to survey the 

accuracy of a test. As far as math, this is 

communicated as: 

 . 

 

 

Fig  10 Accuracy Comparison Graph 

 

Fig 11 Performance Evaluation Table 

 

Fig 12 Home Page 

 

Fig 13 Registration Page 

 

Fig 14 Login Page  
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Fig 15 Upload Input Image 

 

Fig 16 Predicted Result 

 

Fig 17 Upload Input Image 

 

Fig 18 Final Outcome 

5. CONCLUSION 

Taking everything into account, the trial shows how 

powerful state of the art deep learning models, like 

CNN[11,27], VGG19[42], InceptionResNetV2[41], 

and the Xception augmentation, are at accurately 

distinguishing Deepfakes. The mix of the Xception 

model yields noteworthy outcomes, displaying a 

99.7% accuracy rate and approving its reliability in 

functional circumstances. Moreover, by offering a safe 

and easy to understand online connection point for 

interfacing with the location framework, the mix of 

Carafe with SQLite further develops the client 

experience. 

What's more, the drive perceives the powerful idea of 

Deepfake innovation and gives the establishment to 

future concentrate by proposing continuous testing to 

further develop location exactness. Through the 

fruitful goal of the issues raised by Deepfakes — 

particularly considering the Coronavirus plague and 

the utilization of facial coverings — the undertaking 

makes a significant commitment to the headway of 

computerized security and the decrease of the dangers 

connected with the malicious control of manufactured 

media. This sweeping technique is a major positive 

development toward moderating the adverse 

consequences of Deepfake's far and wide use in the 

public eye. 

                       6. FUTURE SCOPE 

To further develop preparing and identification 

abilities all around, future forms of the venture could 

extend the dataset to incorporate a more extensive 

assortment of deepfake varieties, like sound and multi-

modular deepfakes. Upgrading the location model for 

ongoing handling could work with the speedy 

distinguishing proof of deepfake material in video 

meetings and live real time, reinforcing on the web 

correspondence stages' trust and computerized 

security. Refreshing the location model to effectively 

battle arising dangers ought to be the principal 

objective of progressing innovative work drives. 

Policing advanced legal agents might track down it 

more helpful in the battle against computerized 

misrepresentation and control assuming it is 

coordinated with scientific innovations. 
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